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1 Introduction to Reflexion 

Reflexion Networks delivers a managed email threat protection service that provides users with 
unprecedented, proactive control over their email for a pristine inbox every day.  Reflexion’s 
Total Control (TC) stops spam and viruses, identifies phishing exploits, detects zombie PCs and 
open relays, and blocks directory harvest attacks using a configurable layered defense with 
Address-on-the-Fly.  TC’s Protective Address Defense restores confidence in email by both 
ensuring the delivery of desirable content and preventing the delivery of undesirable content.   
 
This Administration Guide will explain implementation of Reflexion in various networking 
environments, using tools provided by Reflexion for importing a whitelist and LDAP integration, 
and the overall interaction of Reflexion Total Control deployed as a managed service.   
 
This manual covers the following topics: 

 
·  Creating a new enterprise 
 
·  Configuring the server inline with corporate email 

 
·  Configuring global settings 

 
·  Creating/Importing users 

 
·  Customizing Bounce Messages 

 
 
Definitions: 
 
User: An email user at an Enterprise that has deploying Reflexion Total Control. 
 
Contact/Address: Used interchangeably with Sender.  This is a person or entity that you, the 
user, correspond with via email. 
 
Administrator: The privileges that an individual Reflexion User Account has. 
 
Solution Provider: A reseller or distributor of Reflexion that is allowed to create new enterprise. 
 
If you require additional information or would like to download any of the utilities mentioned in 
this Administration Guide, please don’t hesitate to contact your Reflexion Customer Support 
Representative or visit our Customer Extranet, username: customer / password: rfx4blended. 
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2 Reflexion Deployment & Configuration   

Reflexion has three login levels with different credentials for administration; user, administrator and 
solution provider.  The user can view and modify their own settings, the administrator can view and 
modify settings for users within their enterprise and the solution provider can view and modify settings 
for their entire enterprise as well as configuring new customers.   

New Enterprise Setup 

As a Solution Provider, your login information allows you the ability to add new enterprises.  Once you 
have logged in, select Customers in the top right hand side of the gray tool bar: 

 

 

 

At the bottom of the next screen, there will be a link that says Click here to add a new enterprise: 

 

 

This wizard will take you through the steps of configuring a New Enterprise.  Please be sure to have 
the domain name, where Reflexion should deliver mail after processed, and the static IP of the 
customer network available. 

 

Step 1:  Enter a descriptive name for your enterprise. 
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Step 2:  Enter the domain name and the delivery destination of where Reflexion should deliver mail 
after security pass.  The delivery destination can be an IP Address or FQDN (Fully Qualified Domain 
Name.)  

 

 

If there are multiple domain names, you can select Save, which will allow you to add another 
domain/delivery destination.   

Step 3:  Enter the Trusted Host from which the customer will send outbound mail (the static IP 
address of the mail server, the firewall or network.)   If the customer does not have a static IP address, 
select next to continue to the next page.  To configure your Email client to send outbound mail 
through the Reflexion, it will require SMTP Authentication.  

 

Once you select next, you will be presented the Enterprise Properties to configure the default settings 
for new users.  The next section will walk through the configuration of your enterprise settings. 
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To change the enterprise name you previously entered, simply type over the name you had previously 
entered: 

 

 

Be sure to select “Save” when you have finished making changes to this screen, otherwise no changes 
will be saved. 
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To make changes to the domain information, simply select “Add”, “ Change”, or “Delete”: 

 

 

If you select “Add” , you will be allowed to add another domain to this enterprise: 

 

 

      Add domain name here. 

 

 

 

Enter IP information here. 

 

 

Select “Add”  when finished. Select “Cancel” if no information is to be added. 

 

If you select to “Change” the information previously entered, simply type over the old information: 
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Select “Modify”  when finished.  Select “Cancel” if no change is to be made. 

 

To delete the domain previously entered, simply select “Delete”, and the data is deleted. 

 

Note: The changes will take effect until you SAVE your modifications. 
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If you need to make a change to the trusted hosts that were previously entered, the options “Add”, 
“Change” or “Delete” may be used: 

 

 

If you need to add a trusted host, simply select “Add” and then enter the trusted host information in 
the blank box provided: 

 

When finished, select “Add” to make the addition, or “Cancel” if no addition is to be made. 
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To change the current trusted host, simply select “Change”, and enter the corrected trusted host in the 
box provided: 

 

When finished, select “Modify ” to make the change, or “Cancel” if no change is to be made. 

 

To delete the current trusted host, select “Delete”, and the information will be deleted: 

 

 

Note: The changes will take effect until you SAVE your modifications. 

SMTP Authentication 

SMTP authentication is required if the customer has a dynamic IP address, or takes their desktop or 
laptop out of the static IP infrastructure.  To turn on SMTP Authentication, check the box that says: 
“Enable SMTP Authentication (required for ISP users).” 

 

 

There are two ways to configure your Email client for outbound SMTP Authentication.  The first, if 
you have a static IP address and use an ISP for Email hosting, add the static IP address of your 
network as a Trusted Host, and then change the Outbound SMTP Server to point to your Reflexion 
ASP server.  If you do not have a static IP address from which you always send mail, please following 
the instructions below. 

In order to account for dynamic IP addresses and remote users, Reflexion has developed an SMTP 
Authentication feature to enable users to send directly to the Reflexion server.   
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Microsoft Outlook Instructions for SMTP Authentication 

 

Step 1:  Change the Outgoing mail server (SMTP): to the asp server that you are setup on, i.e. asp-0, 
asp-1, asp-2, etc.  

 

 

 

Then click on “More Settings …” 
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Step 2:  Once you click on “More Settings …” click on the Outgoing Server tab, and check “My 
outgoing server (SMTP) requires authentication.”  Then select “Log on using” and enter in your 
email address and the Reflexion password that was assigned to you. 

 

 

 

Once this is complete, go to the “Advanced Tab”. 
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Step 3: Within the Advanced tab, under “Outgoing server (SMTP):” check “This server requires an 
SSL-secured connection.” 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

NOTE: If your ISP blocks Port 25 traffic that is encrypted, Reflexion also supports Port 2525 and Port 
587.  The error that you receive may refer to “that your server does not support SSL connections.” 
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Changing Outbound SMTP Server on Mozilla Thunderbird 

Step 1:  Tools �  Account Settings: 

 

 

Step 2:  Under Account Settings, change the server name to the ASP server you are setup on, i.e. asp-
0, asp-1, etc.  You can choose to leave Port 25, or if your ISP does not allow Port 25 traffic, Reflexion 
supports SMTP Authentication on Port 2525.  Enter in your email address and select TLS. 

 

 

When prompted for a password, you need to enter in the password that was auto-generated by the 
Reflexion server.  Once complete, send test messages to ensure setup is correct. 
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Changing Outbound SMTP Server on Qualcomm Eudora 

Step 1:  Go to Tools, Options. 

 

Step 2:  Change the SMTP Server to the ASP server you are setup on, i.e. ASP-0, ASP-1, ASP-2, etc.  
Pull-down the Secure Sockets when Sender menu, and select Required, STARTTLS. 

 

The first outbound message you send will prompt you for your Reflexion Password:  
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If there are any problems or errors, but contact your Reflexion technical representative for more 
information. 

Troubleshooting SMTP Authentication Configuration 

 
Q:  When I try to send outbound mail through the Reflexion, I receive the following error: 
Your server has unexpectedly terminated the connection. Possible causes for this include server 
problems, network problems, or a long period of inactivity. Server: 'asp-x.reflexion.net', 
Protocol: SMTP, Port: 2525, Secure (SSL): Yes, Error Number: 0x800CCC0F.  Can you help? 
 
A:  This error means that there is a problem connecting outbound through your ISP.  Please try 
the following: 
 

1)      Go to Start -> Run and type in cmd.  This will bring up a command window.  Please 
type, “telnet asp-x.reflexion.net 25”.  You should receive a confirmation “220 asp-
x.reflexion.net ESMTP”.  Any other response or lack of response could mean your 
ISP is blocking traffic on Port 25.   

 
Q:  If my ISP is blocking Port 25 traffic, are there any other options? 
 
A:  Yes, expect for Outlook Express.  Since Outlook Express can only handle SSL traffic on Port 
25, there is no other option other than using a different mail client.  If you are using Outlook, 
Thunderbird, Eudora, etc., please try the following: 
 

1)      Go to Start -> Run and type in cmd.  This will bring up a command window.  Please 
type, “telnet asp-x.reflexion.net 2525”.  You should receive a confirmation “220 asp-
x.reflexion.net ESMTP”.  Any other response or lack of response could mean your 
ISP is blocking traffic on Port 2525. 

 
Q:  If my ISP blocks both Port 25 and Port 2525, what can I do? 
 
A:  Reflexion only handles outbound SMTP traffic on Port 25 and Port 2525, if your ISP blocks 
both of these ports; please contact your Reflexion technical contact. 
 
Q:  I received the “220 asp-x.reflexion.net confirmation, so my ISP is not blocking these ports, 
what can I do next? 
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A:  Please verify the following: 
1) Confirm the password is correct. 
2) If you are using AV, please configure to communicate outbound on Port 25 using SSL, 

or to test to see if this is the problem, turn off your AV for a single outbound test. 
3) Ensure that SMTP Authentication setting is on for your Enterprise on Reflexion.   


�	�����	���������

Perimeter Defense offers 3 different ways to handle messages to unknown users.  Depending on the 
setting that is chosen, you can open up bandwidth for the enterprise and speed up their network 
immensely. 

1. Deliver to the MTA - This allows all mail to pass through to the Mail Transport Agent.  This 
means that if a message is sent to a non-existent user at your enterprise, the message will still 
be delivered to the server or ISP for delivery to the Enterprise.  This option is recommended 
if all users/inboxes have not been added as of yet. 

2. Deny Delivery, send a non-deliverable receipt – When a message is sent to an unknown 
user, Reflexion will stop the message and send a bounce-back letting the original sender 
know that the recipient does not exist.  This requires that all email addresses to be added to 
Reflexion, including aliases and outbound distribution lists.    The level of protection for the 
users is not a factor. 

3. Vaporize the message without sending a non-deliverable receipt [RECOMMENDED] – 
This feature deletes any messages to unknown users and does not notify them the message 
was not delivered.  This requires that all email addresses to be added to Reflexion, including 
aliases and outbound distribution lists.  The level of protection for the users is not a factor.  
This is the recommended option after all users have been added to Reflexion. 

 

To make your selection, click on the option that best fits your organization. 

Note: The changes will take effect until you SAVE your modifications. 

�������������������	��������	�  

The Enterprise Administrator or the Solution Provider has the ability to configure the default 
settings for new users that are added to Reflexion automatically.   

Note:  Changing these settings only affect new users that are added after the changes have 
been made. 

�

��
��
�������	������	���  

The first option is whether to use Reflexion Total Control security or not.  If this setting is turned 
off, all mail with be passed through the Reflexion security untouched.  If this feature is turned on, 
Reflexion will    
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Supplemental Addresses are based on the principal that two addresses are better than one; three 
are better than two, etc. 

This option allows Reflexion to create unique addresses for those contacts which you do not have 
on your whitelist.  

 

If this option is not selected, all outbound messages will be sent from the users primary address 
adding those contact to the users whitelist, unless you are using an alias for outbound 
communications (see section below).   

����
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Selecting this feature gives each user the ability to create an address without having to enter it 
into the system.  When giving out your address to someone one the phone or online, you can 
customize your address with no interaction with the product.   

 

The format for this would be: user.delta@yourdomain.com. The portion in blue can be 
customized and given out freely.  This is ideal for newsletters, or monthly publications that you 
do not want to block. 
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�������	$�����%������%�	���  

Using an alias for outbound communication is ideal for those who do not want to send mail that 
has a randomly generated code.  Selecting this feature at this point in the configuration allows 
you to create an alias for all users upon setup.   

 

To use this feature enter what the alias will be, for example, user.company@domain.com 

All users will be created with that alias if this option is chosen. 



Reflexion Deployment & Configuration   

 August, 2006 15 

 

 

 
%���	#�&��

�	��$
������
�  

The next few selections tell Reflexion which method you want to use to protect your primary 
address.  There is Whitelisting and Content Filtering to choose from.   

�  Whitelisting – Anyone that is on your whitelist will always be able to send mail to you.  
The messages that they send will not be run through the filter.   

 

 
 

�  Content Filtering - The content filter has four thresholds to choose from:  

1. Aggressive (high) 

2. Optimized (medium) 

3. Cautious (low) 

4. Custom 

Each level is scored on the probability of that message being spam.  The probability 
is determined by the content of the mail message.  Any address or domain that is on 
your whitelist will NOT go through the content filter regardless of what is in the 
message or what mode you have selected. 
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Those that are not on your whitelist, or who fail the content filter, will be processed according to 
your selection in the next section titled “What to do with messages determined to be spam”. 

'��	�	�����(�	���
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There are four options for the messages that either were not on a whitelist, failed the content 
filter, or were not using a supplemental address.  They are: 

 

 

1. Flag the subject line and deliver to the inbox – This selection will append a 
**reflected** in the subject line to and message that be spam. 

2. Flag the subject line and deliver to this inbox ____________ - This selection will 
append a **Reflected**  in the subject line and deliver to the inbox that was chosen.  This 
inbox MUST be set up as a Reflexion user.  The person administrating this inbox will be 
able to release any valid messages to the original recipient.  The tool to use this feature in 
conjunction with Outlook is in the Customer Extranet. 

3. Reject and send a non-deliverable receipt - This selection will send a message to the 
original sender stating that the message could not be delivered.   

*If supplemental addresses are being used, then the bounce message will provide the sender a 
unique address to resend the message (with the original attached).   

*If supplemental addresses are NOT being used, the message will inform the sender that it was 
not delivered because the address was invalid. 

4. Do not flag or send a non-deliverable receipt – This selection will not return any 
information to the original sender.   

 

�
�
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The Reflexion Delegated Spam Folder (DSF) is an Outlook Add-in for installation and use with 
Outlook 2003.  This utility provides functionality within the runtime context of Outlook.  The 
add-in is meant to be installed and used by those selected individuals in an organization who are 
assigned as Delegated Spam Folder Managers.  Within an accounting department, for example, 
one staff member might be assigned this responsibility through the Reflexion Administration 
user interface.  Reflexion Admin also enables one or more selected email recipients (within that 
department, for example) to be assigned to the DSF Manager.  Every message bound for those 
users, and subsequently identified as spam by Reflexion will be delivered to the DSF Manager 
instead.  The DSF Manager will then periodically examine those messages to determine if they 
are indeed spam.  If so, the DSF Manager can delete them at that time.  If an occasional message 
is determined to be legitimate, it can then be “Released”, or sent on to the originally intended 
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recipient.  In that case, a message is simultaneously sent to the Reflexion Server, adding the 
sender to the Reflexion whitelist. 
 
Usage:  Begin by running the Setup package supplied.  Once installed, the user must start 
Outlook 2003 and indicate that it is thereafter expected to load and run the add-in each time it is 
started.  This is done by using the “Tools – Options – Other – Advanced – COM Add-ins” menu 
item, producing the following dialog: 
 

 
 
Here the Reflexion DSF add-in is checked to be run when Outlook starts. 
Once configured as described, the DSF “About” dialog will appear on screen: 
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Click “Continue” to begin use of the Delegated Spam Folder.  At this time, a new toolbar will 
appear on screen within Outlook.  It will initially be a floating toolbar.  Drag and drop in the 
desired toolbar space at the top of the Outlook UI.  In the following view it is placed just beneath 
the other toolbars previously in use. 
 

 
 
As you can see, this toolbar adds five buttons; an “About” (icon) button, a “View Header” 
button, a “View Message” button, a “Release Item” button, and a “Delete Spam” button.   
 
You will next note in the folders view panel on the left, that a new folder named 
“REFLEXIONS” has been added.  This folder is created the first time the add-in is loaded into 
Outlook.  The “REFLEXIONS” folder is the focal point of the work that the delegated DSF 
Manager is responsible for.  Here potential spam messages are reviewed for content and then 
either “Released”, (sent on to the originally intended recipient), or sent to the Deleted Items 
folder if determined to be spam. 
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As you see above, the “REFLEXIONS” folder contains ONLY messages that the Reflexion 
server determined were probably NOT legitimate email messages.   
 
Reflected messages are harvested from the Manager’s Inbox every few minutes, and moved into 
the “REFLEXIONS” folder.  The frequency with which the reflected messages are auto-moved 
into “REFLEXIONS” is determined by configuration values set at runtime by the Manager.  The 
configuration is performed through the “Tools – Options – Reflexion DSF” tab.  The dialog 
enables the Manager to enter and change settings that exclusively have an effect on use of the 
delegated spam folder. 
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In the configuration above, the Manager has entered their email address, which is required before 
messages determined to be legitimate can be “Released”, or sent on to the intended recipient.  
When a valid message is released to a recipient, the body of the message has a single line prefix 
inserted into its body.  This informs the recipient that the message was caught by Reflexion as 
potential spam, and subsequently reviewed by the Delegated Spam Folder Manager, then 
released to them. 
 
The following views are an example of a message that was determined to be legitimate and then 
was released to the intended recipient.  Recall that when released, a whitelisting message is also 
sent to Reflexion indicating that the sender is thereafter to be recognized as legitimate. 
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As you see in the Outbox above, the released message has been sent on to the recipient, and a 
whitelisting notice has also been sent to the Reflexion server. 
 

 
 
The recipient will see the above type of message prefix (first line inserted) in any message 
reviewed and released by the DSF Manager. 
 
Other choices made above in the “Options” dialog included elections to auto-set un-reviewed 
spam messages to “Read” after three days; to auto-archive “Read” spam messages to the 
“Deleted Items” folder seven days after they are received by the spam folder Manager; and to 
Auto-move newly received Reflected messages from the manager’s Inbox into the 
REFLEXIONS folder, every ten minutes. 
 
Returning to a view of the delegated spam folder Toolbar, you see that there is a button that 
enables the Manager to View the Header of any selected message.  This provides a view of the 
Internet Message Header.  This information can be helpful in determining whether the message 
is either legitimate, or spam. 
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Note that the To: From: and Subject: information in the header is highlighted to simplify perusal 
of the header.  Note also that while viewing the header, the user can select the buttons on the 
right to immediately Open, Delete, or Release the message based upon the header information 
displayed. 
 
The user can also elect to examine the message in a “Safe View” (with links disabled and 
attachments hidden).  This enables a quick scan of the message text. 
 

 
 
Any message header or content can be viewed.  If the message was **Reflected** , then the 
option also appears to Release the message.  If the message was not **Reflected** , the Release 
button is hidden.   
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Both the View Header and View Message windows can be positioned and resized for the 
manager’s convenience in viewing larger headers or messages.  Any such changes will persist 
when the viewing windows are closed. 
 
Context Sensitivity:  Note that when working within the REFELXIONS folder the right-mouse-
button context menu also displays options to execute the operations shown in the Delegated 
Spam Folder Toolbar: 
 

 
And of course, if multiple items are selected for Release or Delete, then the  
Right-mouse-click context menu agrees in number and matches the operation accordingly: 
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Finally, note below, that the Delegated Spam Folder Toolbar is visible only when viewing the 
Mailbox, which contains the REFLEXIONS folder.  When the Manager is employing other 
Outlook functionality, such as their Calendar or Contacts, this special purpose toolbar is hidden 
from view. 
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Control Panels are appended at the bottom of each message, if this is selected.  The Control Panel 
allows each user the ability to see why a message was sent to them and what address was used to 
reach them. A sample is below: 

 

Reflexion Control Panel               Login 

To: user@yourdomain.com   Block messages from this sender (blacklist) 

From: sender@otherdomain.com  https://mail-
rfx.reflexion.net/servlet/com.bsoft.admin.wiza?aID=833335&uID=477&rID=832533
&dgID=1&type=b&stopSharerMail=ON Protect this address from undesired senders 

You received this message because sender@contactdomain.com shared your email address. There are 4 
other senders who can also use this address. 

This Control Panel is typical to a user that is on Whitelist mode. 

 

The Control Panel will provide a lot of valuable information along with the tools needed to add 
someone to a whitelist, block a sender, or protect the address from being used by anyone other 
than the original sender.  It also has a Login link for those wishing to access their accounts. 

 

A Control Panel you may see when using the Content Filter is below: 

 

Reflexion Control Panel  Login 
To: user@yourdomain.com  Message Score: 84   High (60): Fail   

From: user@otherdomain.com My Spam Blocking 
Level: 

Medium  Medium (75): Fail   

     Low (90): Pass   

 Add this sender to the whitelist      

  
This message was flagged because the content filter score exceeded your threshold.  

*�����	��
��&
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The next selection on the Enterprise Configuration screen is to Quarantine spam that is not 
flagged on the Reflexion server.  Instead of delivering messages with **reflected** to a users 
inbox, the Quarantine folder will hold a copy of the message when Reject and send a non-
deliverable or Do not flag or send a non-deliverable are selected.  The Folder will hold 
messages for 72 hours giving the user the option to release and/or whitelist the messages from the 
folder.  

Reflexion recommends that each user have this selected.   
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Spammers are notorious for sending messages to you from you pretending to be you.  Selecting 
the option:  

 

Selecting this option will ensure that anyone from your enterprise is either coming from a trusted 
host, or has authenticated to ensure they are who they say they are.  This is important if you use a 
third party mailer to send internal mail, such as a company newsletter, and they appear to use an 
address from within your domain.  With this feature selected, that newsletter will not arrive. 
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Reflexion will recognize any new users that are coming from a trusted host, and will add the user 
account onto Reflexion, if this feature is selected. 
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This feature allows you to send a Welcome Message to all new users that are added after this 
feature is selected. The Welcome Message includes the username and password needed to login to 
the User Interface.  

 

If this feature is not selected, users can still access the user interface and select Forgot Password 
to receive their login information. 

 

NOTE: These changes will not take effect until you click SAVE! 

��	
����
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This section allows you to choose the default options for your new enterprise. 

Reflexion offers 5 languages for Control Panels and bounce back messages.  This option is 
selected in the following field: 
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Please note that each user can change their own Control Panel languages, but the bounce 
messages are determined from this setting. 

 

The administrators email address that is entered in this section will be sent the Anti-Virus 
notifications for those messages that fail. 

 

The next selection is for Anti-Virus scans on inbound and outbound messages.  If a message is 
found to have a virus, and email will notify the recipient that a message was attempted, but it 
contained a virus. 

 

 

 

The selection to format messages for Microsoft Outlook should be selected if you are using 
Outlook. 

 

Some enterprises require an outbound message to be sent with each and every message that 
leaves their server.  This may consist of a privacy policy, for example. 

 

When selecting to Add a note to outbound messages, a new screen will appear after selecting 
SAVE at the bottom of the page. 
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Enter the text that you wish to appear in the appropriate box, and select Save. 

 

The Quarantine folder does allow for users to read their message without releasing the message.  
Some administrators may restrict that by only showing the message headers of the message that is 
in Quarantine. 

 

 

 

To make all the changes above, and to save your new enterprise configurations, you MUST hit 
SAVE 

 

NOTE: These changes will not take effect until you click SAVE! 
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Filter “Basic” Security 
 
Quick and easy, set it and forget it.  This is the default security setting and requires no end-user 
training and no change in behavior. 
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Blended Security 
 
Footer and filter mode, very limited transition/introduction to the product.  Provides more 
information and interactivity for users that seek a more compelling email experience.   
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Total Control 

Full forensics and maximum performance.  
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3 Inbound/Outbound Configuration 

Reflexion can be easily deployed and configured.  

·  All mail must go inbound and outbound through Reflexion for optimized operability 

 

These changes are very easy to make. 
 

Inbound Mail 
Inbound mail is configured by changing your MX record to point to the Reflexion server 
assigned to your enterprise.  To make this change you may be required you to contact 
your hosting provider if you do not have access to your DNS. 

Outbound Mail 
Outbound mail can be changed on the server level, or on a user level depending on your 
enterprise configuration.   

Outbound Configuration on Exchange 

The following instructions and screenshots are provided for a single Microsoft Exchange 
Server 2000 and 2003 to Reflexion setup. These instructions are not provided with any 
warranty or technical support from Reflexion. It is assumed that you have an 
understanding and knowledge of Microsoft Exchange server mail flow, addressing and 
routing connectors. For more information on routing connectors and before using this 
document please download the following document from the Microsoft website. 
 
http://www.microsoft.com/technet/prodtechnol/exchange/2003/library/extransrout.mspx 
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If you have multiple Exchange servers, you must read the document above and seek advice 
for your particular system from a Microsoft Exchange professional. Improper configuration 
of your Microsoft Exchange server will result in lost email and downtime. 

 
Single Exchange Server 
 

1. Open Exchange System Manager and expand the Routing Group Connectors to 
expose the following entry. Your connector may have a different name depending 
on your setup. 
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2.Right mouse click on the entry and choose properties. 
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3. Look at the address space tab and verify that is the same as below. 
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4. Then click onto the General tab. 
 

 
 
 5.   Check off the “Forward all mail through this connector to the following 
“smart hosts.”  In the box below fill-in the full qualified domain name of 
your Reflexion server. 
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 6. Open the Default SMTP Virtual Server entry. Your system should only 
have one unless you required a customized installation. 
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  7. Right mouse click on the entry and choose properties. 
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  8. Choose the “Delivery” tab and then the “Advanced” button. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Inbound/Outbound Configuration   

 August, 2006 40 

 
  9. Look in the “Smart Host” box and confirm that it is empty. 

If it is not empty please investigate why it is not. The most common reason is that it points to an 
Anti-virus scanning gateway. You will need to reverse any previous work that you have already 
completed. You will need to make the changes in the system that Exchange already points to. 
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4 Adding Users 

Reflexion offers 3 ways to add new users.   

1. Importing users from a CSV file 
2. Individual user; one at a time 
3. Users add themselves on their first outbound message 

Each of the three options will still allow for the default settings from the Enterprise Properties 
page to be acquired, but the first two allow for the Administrator or Solution Provider to make 
changes to the default settings during the process, while the third option does the work on its 
own without the assistance of an Administrator or Solution Provider. 
Adding a user will generate a welcome message if the option to generate a Welcome Message is 
selected.  The Welcome Message includes the user’s username and password to access the User 
Interface.  It can also be sent at a later time by entering the user’s Account Properties and 
selecting that option. 

��
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After selecting the domain to which you would like to add users to, you will see a tool bar at the 
top of the page in grey.  Highlighting Users causes a dropdown menu.  Select Import Users. 
 

 
 
The next screen will allow you to import your users by uploading a CSV file which contains 
your user population: 
 

 
 
NOTE: The CSV file must be in the following format: 

Name, primary address, alias1, alias2, etc. 

 
Once you have selected your file, be sure to select Add these users: 
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Note: You can keep the CSV file for future changes to multiple users, and use this screen to 
make the changes by selecting Change settings for these users.  Be sure to select Change the 
Property to the right of the property you would like to make changes to. 
 

       
 
The Properties on this page are identical to the Enterprise Properties Default Settings.   
 
To complete the task, select Complete at the bottom of the page: 
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Reflexion provides a utility to export a CSV file from your Exchange server in the proper format 
to import into Reflexion.  The LDAP Exporter is located on the Customer Extranet.  
 
The Reflexion LDAP utility is designed to satisfy the needs among new, or existing, Reflexion 
customers to: (1) Perform an initial export of data for all email users from the LDAP server in 
their host domain, and (2) Provide timed incremental synchs through which new users can be 
added to Reflexion as they are added to the host LDAP server. 
 
The Reflexion LDAP utility is implemented so as to provide several useful operations that can be 
initiated manually or automatically, both with several preset options available to the user of the 
utility. 
 
Capture of one or more LDAP host server names 
Capture of a short Source Name used in unique export file naming 
Capture of the Admin email address (to receive cc in test or production runs) 
Fetching and selection of domains & sub-domains for capture of email users 
Optional preview of users output data from the selected domains & sub-domains 
Optional preset to control the number of users sampled in previewed domains 
Optional preset to control the period of time between timer-fired synch events 
Optional preset to control the maximum duration of LDAP queries 
Optional election to include or exclude email aliases for each user exported 
Optional export of users data in a CSV or XML file format 
Optional export of user’s data by mail, or local write to a file for remote import 
Optional display of export activity in a real-time display (default) 
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Optional display of Export Log File contents (on demand) 
Optional daily clearing of the export log file (weekly default) 
Export of addresses in a Zip file format to preserve bandwidth 
Optional export of addresses as Unicode text 
Optional secure export of addresses in a password-protected (encrypted) format 
Optional Auto Export resumption upon startup of the utility 
Provides single domain/sub-domain granularity on multi-domain hosts (e.g. ISPs) 
Full-time display of the domains & sub-domains selected for user export 
Real-time display of the results of all user interaction and runtime results 
Immediate dispatch of export files as email attachments via SMTP 
Harmless non-blocking operation for large initial exports or a slow network 
Optimized, no-load performance for deployment on servers or desktops 
Employs “first run” setup of folders, files, and required registry settings 
Displays in the status bar and the data viewing area keep the user informed 
Validations and UI logic mitigate data entry mistakes and enforce prerequisites 
Provides timed retries of mail send so there is no data loss or duplication 
If LAN is dropped then reconnected, mail send in progress is completed 
If utility is exited while a large mail send is occurring, the send is completed 
No localhost SMTP service required – run anywhere on the domain network 
Includes profiling features useful during installation and setup / configuration 
Following initial setup of existing users, new user exports are incremental only 
Designed for continuous operation to automate new users synchronization -  
        Simply start, configure options, set the synch period timer, start exports, then minimize. 
The primary design considerations are functionality, simplicity, usability, reliability, and 
performance.  Particularly in the context of performing queries against an LDAP server, 
performance is paramount.  Routinely these types of queries are extremely slow, producing 
enormous volumes of unwanted data, and placing a high overhead burden on the connecting 
network or the server itself.  The utility is designed with every possible query filter and 
optimization in place, so it will coexist unobtrusively anywhere it is installed, even on an LDAP 
or Exchange server, if that is necessary. 
 

Working with the LDAP Exporter UI: 
 
Some controls are grayed-out at times, depending upon the current operating context.  For 
correct operation, the user is required to enter the name of the LDAP server that user data will be 
extracted from; a brief name of the organization, which is used in creating identifiable, unique 
file names for each export; and the email address of the Admin to whom export files will be 
copied via email attachments as they are dispatched to Reflexion.  Once entered, as with most 
other settings seen on screen, the values are stored in the registry for convenience in follow-on 
operation. 
 



Adding Users   

 August, 2006 44 

 
 
Until the server name (or IP address), Data Source name, and Admin email address have been 
supplied, the user is reminded that they are required entries before proceeding.   If one were to 
immediately click the button “Fetch / Refresh Domain Names” without first making the required 
entries, the following error message informs me of the omission. 
 

 
 
The program provides complete validation and error trapping in instances where unexpected 
outcomes might result.  The user is made aware of issues they can correct. 
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Once a correct server name entry has been supplied, the LDAP Exporter will be able to resolve 
the names of the domains supported on the server.  The LDAP Exporter is designed to automate 
user data exports from multiple LDAP servers.  It is assumed that if an organization uses 
multiple LDAP servers, each will all be entered into the combo box “LDAP Server Name / IP 
Address”, and pre-tested for connectivity and operation.  The normal format is simply 
ServerName, to access a server available to an authenticated network login.  If a server login is 
required, the entry should be in the form of ServerName|UID|PWD.  If there is a need to skip a 
server during export processing, simply append “#”.  For example, Server1# will cause Server1 
to be skipped during export processing.  This method should be used when setting up any new 
server’s domain and subdomain choices prior to putting it into production. 
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Once a server can be reached, the user can then select the domain(s) from which they wish to 
export user email address information.  Note that when a domain is selected, its subdomains also 
appear.  All default to “checked”.  It remains for the user to “uncheck” those they wish to 
exclude. 
 
For purposes of ascertaining the correct choice of domains, the user can then click on “Preview 
Export” to preview some number of users in the selected domain(s). 
 

 
 
Once all required settings and elections have been made, the user clicks on the  
“Export / Synch Users” button to perform an export.  Note that if the synch period is set to (n) 
minutes, the process is automated and an export will then continue to occur every (n) minutes.   
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NOTE:  When the first setup export is about to be run, one can expect the largest export file to be 
created.  Thereafter the export of a domain’s users is small and incremental in nature.  It is 
suggested that you preset the Synch Period to 15 -30 minutes if you are doing initial exports of 
one or more large domains (e.g. 1000 users or more).  Or, more appropriately, in our opinion, set 
the period to zero (0) and run the first export manually.  This will enable mail dispatch of a large 
export file without the next timed synch being skipped to permit completion of sending the large 
file attachment.  Still, if the synch period is set too small, operation is unaffected.  The next 
export is not performed until the preceding export’s full attachment has been sent. 
 

 
 
 
 
 
 
 
 
Important user options: 
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The Include email Aliases option ensures that every smtpproxyaddress is included for each 
exported user.   
 
The export output file format options (CSV or XML) are mutually exclusive.  Only one or the 
other can be selected.  When the XML format is selected, a well-formed XML document is 
exported.  Brief tags are employed simply to keep the export file size down in consideration of 
their being sent as email attachments.  Note in this example below that the user also chose send 
no CC to Admin… 
 

 
 
As you see above, the export was sent to Reflexion only, without a CC to the Admin. 
 
 
 
Selecting the option to “Display the Export Log File”, which can be chosen at any time, will 
display the entire log file currently on the disk. 
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The next time an export fires, the display will default back to the real-time exported data view. 
 
The next option makes it possible to clear the export log file daily, versus weekly.  Unless there 
are a lot of new domains being exported, the log will mostly be filled with notices that no export 
was sent, as few new users are added each day.  This information can be discarded on a daily 
basis.   
 
The user can elect to have the export file written in Unicode text (double byte) format.  This 
looks ahead to the need to support more complex character sets. 
 
For security purposes, the user can elect to encrypt and password-protect the export file.  This 
addresses the awareness of Reflexion that data security is an ongoing customer concern.  The 
standard password is strong enough to prevent brute-force cracking of any zip file attachment 
that might fall into the wrong hands. 
The user can elect to have the export emails send no CC to the system Admin who is responsible 
for running the exports.  With a timed export running possibly every several minutes, this will 
eliminate a lot of redundant email. 
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The user can elect to write the export to a local text file ONLY.  In this case, no emails will be 
sent to Reflexion or to the Admin.  This option is likely to be used when a large setup is initiated, 
and the admin wishes to use the exported user email addresses to perform a remote setup into the 
Reflexion database.  Like ALL of the user options, this one persists after shutdown, but it is 
assumed to be for (usually first-time) one-shot exports only. 
 
The LDAP Exporter is designed to automate User data exports from multiple LDAP servers.  It 
is assumed that if an organization uses multiple LDAP servers, each will all be entered into the 
combo box “LDAP Server Name / IP Address”, and pre-tested for connectivity and operation.   
 
In some cases, a user will wish to export data from a single server only.  This might be for testing 
or for doing large initial setups through manual exports to a local file.  If the user chooses the 
option Export Selected Server ONLY, then data will be exported only from the server then 
selected in the combo box. 
 
When the user has completed setup of all desired export options, including the setting of a Synch 
Period, they can choose the “Auto Export on Startup” option.  When the “Export / Synch Users” 
button is again clicked, timed exports will resume.   
 
Note that if there are no new users to export when the synch timer fires, a note to that effect is 
displayed and written to the log file each time the timer fires, and nothing is sent. 
 
Auto Export on Startup 
 
The use of the Auto Export option enables retention of the state of the export utility upon 
shutdown.  The state of all options and settings is persisted in the registry, the 
KnownServers.CFG file, and the DomainDates.CFG configuration file.  Having set the Auto 
Export option, if you stop and then later restart the export utility, you are greeted with the 
following message box: 
 

 
 
Click on “Cancel”, to return to manual control of the utility.  Here you can change the 
configuration as needed before starting exports.  Click on “OK” and the utility then automates 
the manual process previously specified, and immediately begins to perform timed 
synchronizations. 
 
Note that a running export or an ongoing series of timed exports can be stopped at any time by 
clicking the ‘Cancel’ button to change options or selections.  The user may “Exit” the utility at 
any time, but if exports are currently running, it is necessary to first click the ‘Cancel’ button 
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shown above.  This stops the export process where it is at the moment and returns the utility to a 
quiet state (no data extraction or export occurring). 
 
Profiling Features for use during installation setup / reconfiguration / testing: 
 
The following functionality is meant for use during testing or setup in a new environment, or for 
adding new domains to production export.  The purpose of this functionality is to give the 
administrative user an opportunity to profile basic demographics of selected domains and their 
users.  Otherwise the user, who needs to begin by quantifying the size and scope of the LDAP 
data store to be worked with, is at a disadvantage.  Here for example, is where you might quickly 
and easily determine the user counts in one or more selected domains. 
 
To begin Profiling, simply check the “Profiling & Export Testing” checkbox.  Note that the 
Profiling operations apply only to the selected LDAP Server currently in view.  If you need to 
profile another server, select it and continue profiling.  That server will remain selected when 
you exit Profiling. 
 
Profiling and Testing makes visible six additional control buttons in the lower-right of the form.  
These can be used for data collection prior to beginning the startup of a domain’s user exports, or 
for later tuning during setup of incremental exports of additional domains.  Note that the 
“Profiling & Export Testing” checkbox is a toggle - uncheck it to hide the profiling buttons and 
return to the usual “Export / Synch Users” mode of operation. 
 

 
 
When you enter the Profiling mode of operation, all of your previously selected domains and 
sub-domains are stored.  At such time as you close profiling and return to the “Export / Synch 
Users” mode, your previous selections for the selected server are again restored.  You might then 
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check an additional domain that you have taken steps to include by using the Profiling features.  
That domain will be initialized during the next export.  All of that domain’s users will be 
presented to Reflexion.  If you are doing the initial setup for a several very large domains, we 
recommend that you add them to your export one or two at a time.  This will keep the LDAP 
data store access time and the export file size within reasonable limits. 
 
The “View Users” button will access the LDAP server and display a brief set of data for every 
user in the selected domain(s).  There might be a very large number of users across all of the 
domains served, resulting in a very long data display, but knowing the number of users in the 
respective domain(s) will be helpful in estimating how much time you might expect the initial 
export of all users from one or more domains to require.  If you need more viewing space, try 
resizing the export utility’s window.  If you don’t need to see the data, but you do want a count, 
click “Total Users” instead. 
 
Left-clicking the “View LDAP” button will display the raw working subset of LDAP data for 
every user in the selected domain(s).  The LDAP data consumes significantly more display 
space, so the domains are displayed for browsing one at a time.  Keep clicking the “View 
LDAP” button to tour through the selected (checked) domains in sequence.  Note that while 
browsing domain LDAP data, you can force a return to the first domain by clicking the “Cancel” 
button.  If you have a need to view additional LDAP User Profile data, a right-click on the “View 
LDAP” button will reveal user data beyond the subset that is specific to email management. 
 
The “Total Users” button will display a count of user members in each selected domain, along 
with a total number of users for all selected domains.  Use this when you want to do quick sizing 
of domains. 
 
The “Clear” button simply erases the displayed view of user data. 
 
The “Export” button enables you to run dummy exports (NO DATA is sent to Reflexion, and no 
export history is recorded).  Also, if you have set “Send no CC to Admin” option checked, the 
results will appear only on screen, and be emailed to no one.   
 
Note that running these test exports (using the Profiling & Export Testing features) in no way 
impacts on the server-by-server, domain-by-domain history of production exports you have 
previously run.  When you exit profiling and return to normal operation, your previous domain 
export histories are restored and will control subsequent production exports. 
 
Resend 
 
The “Resend” button enables you to “go back to day one” with one or more selected domains.  
You do not need to use this for any domain that you export while using “Profiling & Export 
Testing”.  The export history of those domains is unaffected while you examine LDAP data in 
“Profiling” mode. 
This allows you to display or send any domain(s) to yourself for testing purposes, again and 
again.  In normal operation, a domain’s users are sent once, and once only.  This installs them on 
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Reflexion.  Thereafter, the only users sent to Reflexion during periodic synchs are any new 
employees added to LDAP over time. 
 
DO NOT use “Resend” unless Reflexion specifically asks for you to resend the users in a 
selected domain.  Once user exports have begun, the latest user LDAP “whencreated” date is 
stored in DomainDates.CFG.  This date is that for the most recently added user in each domain 
selected for user exports.  This ensures that when the timer fires the next export, only the newest 
users (that a System Admin has added since the previous export) will then be submitted to 
Reflexion.  If no new users have been added, then nothing is sent to Reflexion.  The effect is that 
exporting users is a one-pass process.  In actual production, each user is exported once, and only 
once.   
 
Check the “Profiling & Export Testing” checkbox to toggle off display of the profiling buttons, 
and return to “Export / Synch Users” (the production mode of operation). 
 
Note that you might wish to profile users in any newly selected domain at some future time after 
going into production.  For example, if a new domain has been added, or an existing domain opts 
to begin using Reflexion.  In such a case, you should: 
 
Stop all exports by clicking “Cancel”. 
Optionally check “Send No CC to Admin”. 
Optionally check “Write to Local File ONLY”. 
Check the “Profiling & Export Testing” checkbox, to turn ON Profiling & Testing. 
Select only the new domain you wish either to profile or to send test exports from, (or select any 
number of domains you wish to profile). 
Run any desired profiling tests or exports on selected domain(s). 
 
When you are satisfied with your understanding of the new domain, and ready to begin exporting 
users from it: 
 
Check the “Profiling & Export Testing” checkbox, to turn OFF Profiling & Testing. 
Reset any options you wish to discontinue (e.g. ““Write to Local File ONLY”). 
Check the domain(s) you just profiled if you now want to add them to the production export. 
Make sure the Admin email address is as you wish (your own actual address, or check the “Send 
No CC to Admin” option if you do not want to send export notifications to yourself). 
Increase the Synch period for the first run, if you are starting exports for a huge new domain.  
Better yet, set the Synch Period to zero (0) minutes (manual export) to allow unlimited time to 
compile and email a large attachment.  After the export completes, set the Synch Period to a 
convenient value such as every 5 minutes.  When the Synch Period is set to zero (0), one single 
export will occur.  When you set a Synch Period (e.g. every 5 minutes), and click on “Export / 
Synch Users” to restart synchronizations, the export will repeat every five minutes. 
Click “Export / Synch Users” to resume normal exports. 
After a large initial export is run, reduce the Synch Period value to 3 – 5 minutes or some other 
frequency you might prefer. 
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 The “Resend” button always displays a warning dialog.  It asks you to confirm before it resets 
any selected domain(s).  When checking a domain to be resent, remember that only a test domain 
(those NOT already in production), should be selected for resend, UNLESS Reflexion asks you 
to reinitialize one of your previously sent domain’s users.  The following dialog box, or one like 
it, is your last opportunity to ensure that you will not reset a domain from which exports have 
previously been sent to Reflexion. 
 

 
 
If you are already exporting a domain’s users to Reflexion, under no circumstances should you 
reset that domain, UNLESS Reflexion asks you to reinitialize all of that domain’s users.  If you 
selected a domain to reset by mistake, click the “Cancel” button in this dialog box. 
 
Note: All exported addresses are in lower case. 
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After selecting the domain to which you would like to add users to, you will see a tool bar at the 
top of the page in grey.  Highlighting Users causes a dropdown menu.  Select “New User”. 
 

 
 
The next screen allows you to manually enter the users information: 
 

 
 

In the Name text box, type how you would like the users name to appear in your user list.  In the 
Primary Address field enter the first portion of the users email address. 
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The following section will allow you to enter up to 3 aliases for this user: 

 

 

You are also able to assign to a user administrative rights: 

 

Keep in mind if a user is made Administrator or Solution Provider, they will be able to make 
changes to the Enterprise Configurations as well as see privileged information in other users 
accounts. 

 

The Default Settings in this area are carried over from the Enterprise Properties Default Settings.  
These options may be changed at this time but will not affect the Enterprise Default Settings, or 
later in the Users Properties page. 

 

 

You must hit Create to save this user! 

 

Adding a User on First Outbound 
 Users can also be added on their first outbound message.  Reflexion will pick up this 
information when the sender uses a trusted host to send out a message.  The settings that will be 
used for these users are the Default Settings created on the Enterprise Properties page.   
 
To use this feature, you must select the option in Editing Enterprise Settings. 
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5 Creating Whitelists 

The Whitelist contains all the addresses and domains that you want to receive without going 
through Reflexion security. Addresses and domains in your Whitelist will always get their 
message delivered to you.  
There are two types of Whitelists in Reflexion: 

·  Global Whitelist 

Is created for the entire company (or enterprise). This list is created by your Administrator and 
will contain the addresses and domains of senders that are known throughout the company as 
being safe and legitimate senders. 

·  User-Level Whitelist 

Is created by each user. The user-level Whitelist should contain the addresses and domains of 
senders that are known to the user as being safe and legitimate senders. 

The addresses and domains on your Whitelist should reflect your relationships: the addresses of 
your long-standing customers, business contacts, and family members are good candidates for 
inclusion on your list. 
Reflexion has two ways of building your list: batch upload, and individually.  

Adding Entries to the Global Whitelist 
As an Administrator, you can add all your current contacts, as well as anyone you have sent a 
message to on Outlook to the Global Whitelist so that their messages will always be delivered to 
your Enterprise.  

Outlook Whitelist Exporter 

Background 
  
The Outlook Whitelist Exporter was created in response to the need for New Reflexion end-users 
to create their initial whitelist by exporting trusted email addresses from their personal Outlook 
data store to Reflexion.  The program is intended to be “run-once” in nature. 
 
There are numerous versions of patched and unpatched Outlook running on all versions of the 
Windows operating system.  The utility is coded and tested with that landscape in mind.  The 
utility accommodates differences in versions and changing interfaces, including workarounds for 
interface issues currently awaiting service pack releases from Microsoft.  The goal is  to operate 
successfully on commonly encountered configurations.  In that regard, we have tested the utility 
on Windows 2000, Windows 2000 Server, and XP Professional, each running some variant of 
Outlook Express, Outlook 2000, and Outlook 2003.  Allowances have been made in the code to 
satisfy the known differences thus encountered. 
 

User Interface 
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When you start the Outlook Exporter, this dialog box appears first: 
 

 
 
 
Please note that it IF you currently have Outlook running, you are being asked to close Outlook 
before proceeding.  If you do not have Outlook running, then this is not a concern.  In any event, 
click “OK” to display the Outlook Exporter and continue. 
 
The User Interface is straightforward and convenient for the purpose intended.  The user is 
advised to notice the Instructions at the top of the working form.   
 
Follow the five step instructions at the top of the form to complete addresses extraction from 
Outlook.   
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Progress in marshalling data from the Outlook data store is displayed as the extraction occurs.   
 
Once the extract has been completed, the Sent Mail addresses are de-duped in a manner that 
eliminates all duplicate addresses, and yields only the most recent instance of the use of each 
address.  This is important because it provides the user with the timeliest indication of the value 
of an address.  
 
Once loaded and de-duped, the Sent Mail and Contacts addresses are displayed as shown below.  
One can elect to include or exclude addresses from their whitelist export by simply checking or 
unchecking list items.  All addresses default to “Confirmed”, (i.e. “checked”).  Any of the 
addresses a user wishes to exclude, are then manually unchecked while browsing the lists.   
 
The display form can be resized for easier viewing of long contact lists. 
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For the user’s convenience in limiting the scope of the Sent Mail Addresses result set, they can 
uncheck the “Include ALL of my Sent Items Addresses” checkbox.  This enables the “Include 
most recent” option.  Here the user can select a period (in months), from a start date forward, 
during which used addresses are displayed for consideration.  Note the default is for ALL Sent 
Mail addresses to appear.  If the user wishes to reduce or enlarge the region of the selected 
addresses, they simply change the number of months inclusive.  The number changes in 3-month 
increments (1 month increments below 3 months).  As the start date changes, the length of the 
Sent Items Addresses list will change accordingly.   
 
For the further convenience of the user, the UI is based upon a combination of recognition and 
recall.  To convey a sense of the age-value of some addresses, the user can elect to present the 
view of the Sent Item addresses by Latest Date Used, and to present the view of their contacts by 
Contact Name. 
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The user can check or uncheck any address at any time.  Their selections are persisted 
between choices of display format.  After they have completed their choices, they simply 
enter their own email address and click the “Export Addresses…” button. 
 
The UI validates any email address entry made, to ensure compliance with the address format 
standard.  At times when options are not available, they are disabled.  Every action a user 
engages in is checked for consistency, and any condition they need to correct (such as a 
malformed email address entry, and suggested double-checks before the actual send occurs) is 
expressed in user dialog boxes.  The resulting whitelist is sent to Reflexion via the user’s own 
Outlook, and a cc is sent to the sender for future reference.  
 
At the decision of the user’s respective system administrator, you can check the “Add to Global 
Whitelist ” checkbox.  This will change the address of the whitelist data sent to Reflexion so the 
data is processed accordingly.   
 
Also at the decision of the user, you can check the “Include Users in Local Domain” checkbox.  
If this is left unchecked, the local domain’s users are excluded.  Typically these users are already 
known to Reflexion   
 
The user must enter their respective email address prior to electing to send their data to 
Reflexion.   When Outlook is then used to send the message, it will prompt for send 
authorization.  The user will simply click on “Yes”.  Once sent, the user is expected to Exit the 
Outlook Exporter.  If they try to run the Exporter again, they will be reminded that their export 
was completed previously. 
 

Manual Whitelist Import 

Reflexion has developed an expedited whitelist procedure where an email can be crafted and sent 
to the Reflexion server.  This process is used to help transition users from an existing spam 
problem in Flag Mode to Total Control.   
 
After the setup of Reflexion is complete with all mail flowing into and out of the Reflexion 
server, a user can import their Outlook Address Book, GroupWise Address list or any list of 
contacts they always wish to receive email from.  The administrator also has the ability to send a 
list of addresses to the Reflexion server to whitelist on a global or company-wide basis. 
  
Once you have collected a list of addresses you wish to add, simply send an email from the user 
mailbox with the addresses in the body of the message separated by a carriage return or simply a 
space.   
 
If you chose to do domain exemptions, you need to insert user@domain.com so Reflexion can 
recognize it as an email address and whitelist the domain.com.  *Note: Reflexion does not 
recommend global domain exemptions as it increases the change for spoofed emails arriving to 
the inbox! 
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The syntax for sending exemptions to the Reflexion server without any manual keying once the 
setup is complete is as follows: 

User Level Exemptions 
rfx_whitelist_on@rfx.com – Add an email addresses to the user’s whitelist. 
rfx_whitelist_off@rfx.com – Remove an email addresses from the user’s whitelist. 
rfx_whitelist_domain_on@rfx.com – Add a domain to the user’s whitelist. 
rfx_whitelist_domain_off@rfx.com –Remove a domain from the user’s whitelist. 
 
Administrator Level Exemptions 
rfx_whitelist_global_on@rfx.com – Add an email addresses to the company whitelist. 
rfx_whitelist_global_off@rfx.com – Remove an email addresses from the company whitelist. 
rfx_whitelist_global_domain_on@rfx.com – Add a domain to the company whitelist. 
rfx_whitelist_global_domain_off@rfx.com – Remove a domain from the company whitelist. 

The benefit of a whitelist in Reflexion is to expedite the process of getting to Total Control.  
Within the user interface, the option to auto-whitelist on reply is set as a default when setting up 
a new user, so that too will work. 

Adding Entries to your Whitelist 
 
You can add all your current contacts, as well as anyone you have sent a message to on Outlook 
to your Whitelist so that their messages will always be delivered to your inbox. This can be done 
by using the Outlook Whitelist Exporter utility located on the Customer Extranet:  
 
http://www.reflexion.net/_assets/customer_extranet/  
The username is: customer 
The password is rfx4blended 
 

·  You must put the domain in an address format, such as Test@ABCInc.com, in order for 
Reflexion to understand the domain. The address does not have to be valid; only the format. 

1. Repeat for each domain you want to add to your Whitelist. 

2. Send the email. 

3. Reflexion will add each domain to your Whitelist.  

·  Reflexion does not recommend whitelisting large domain names, such as Yahoo, Microsoft, 
eBay, PayPal, Hotmail, etc.  

You can review the Whitelists at any time by logging into the Reflexion server from either the 
footer in an email or from the web. 
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Select User-Level to view personal Whitelists, or Global to view Enterprise Whitelists. 

Exporting Contacts from ACT! to Whitelist in Reflexion 
 
You can export your ACT! 2005 contact information to a text delimited file for use in other 
programs. When exporting to a text delimited file, only Contact, Group, or Company records can 
be exported. Available information includes all of the fields in your Database, such as Contact, 
Company, Address and so forth. Data from other portions of ACT! such as Notes, Histories, and 
Attached emails are NOT available for export into a text delimited file. 
 
Follow the steps below to export your ACT! 2005 records to a text delimited file.  Click the File 
menu, and then click Export . The Export Wizard - Welcome to the Export Wizard dialog 
appears. 
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Enable the Check to hide in the future option, (if desired) and then click Next. The Specify 
Destination dialog appears. 

 
 

 
 
Ensure that Text Delimited is displayed in the “What type of file do you want to export to?” 
field..  
 
Click on the Browse button at the Filename and location field. A Open dialog box appears.  
Enter a name into the File Name field and select either Text files (*.txt) or Comma Separated 
Values (*.csv) in the Save as type field. From the Look in field, (if necessary) browse to the 
location you want to save the file, and then click Open. The Export Wizard - Specify 
Destination dialog re-appears.  
 
Click Next to proceed to the Specify record type(s) dialog. 
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Enable the appropriate “What kind of records would you like to export?” option; “Contact 
Records, Group Records, or Company Records.” 
 
Note: You may only export one kind of record at a time. 
 
Enable the appropriate “Which records do you want to export?” option:  
 
Enabling “Current Record”  is the contact record currently viewable in the ACT! “Contact 
Detail”  screen.  
 
Enabling “Current Lookup”  is the current list of contacts displayed under the “Contact List” .  
 
Enabling “All Records” will export all records of the selected type (“Contact, Group” or 
Company) in the Database. 
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Click Next to proceed to the “Specify export options” dialog. 
 
 

 
 
Enable either the Comma or Tab options in the Select field separator section. If you would like 
to export field names, enable the Yes, export field names option, and then click Next.  
 
The Contact, Group, or Company Map appears, based on the option you selected in step 
number 7.  
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The Map displays each field that will be exported and the order they will be exported in. Each 
field can be changed. To do so, click on the field, then:  
 
To change an existing field, click the Field Name to highlight it, then click on the drop-down 
arrow  and select the desired replacement field.  
 
To remove an undesired field, click the Field Name to highlight it, then click the Remove Field 
button.  
 
To add a new field, click the Insert Field button, and then click on the drop-down arrow and 
select the desired field. 
 
After you have arranged the fields in the order you want, you can save this order as a map for 
future use.  
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To save your field map, click the Save Map button. The Save As dialog appears. Enter a name 
into the File Name field, from the Save in field, (if necessary) browse to the folder you want to 
save the file in, and then click Save. 
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To Load a Map that has been saved, click the Load Map button. The Open dialog appears. From 
the Look in field, browse (if necessary) to the folder where the map is located, select the file and 
click Open. Your field map appears.  
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Click Next to proceed to the Completing Export Wizard dialog.  
 
 

 
 
 
Examine the Data Type, File Destination, Selected record types and Selected lookup sections 
to ensure accuracy. If the settings are correct, click Finish to complete the export, or Back to 
change your settings. 
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6 How to Login to the UI 

The Welcome to Reflexion email 
Each user will receive an email if the option is selected to send a Welcome Message upon 
creation of the user. The Welcome Message includes the username and password. This 
information is needed to access the User Interface for Reflexion. 
 

How to log onto Reflexion 
There are two ways to access your Reflexion account: from the footer, or from a web browser. 
1. To access Reflexion from the footer: 

Click on the “login” link and proceed. 
 

Reflexion Control Panel               Login 

To: user@yourdomain.com  Block messages from this sender (blacklist) 

From: sender@otherdomain.com  Protect this address from undesired senders 

1 

2. To access Reflexion from a web browser: 

Open an Internet connection and type the Reflexion web address into the browser address bar and 
Enter.   

To obtain the web address, please contact your Reflexion Administrator. 
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The Reflexion login screen will appear. 

 
Figure 2. Reflexion Login Screen 

1. Enter your email address and password.  

Your password was included in the “Welcome to Reflexion” email. 

·  If you forget your password, click the “Forgot Your Password?” link, enter your email 
address in the line provided, and your password will be emailed to you. 

2. Click Remember me on this computer to store your email address and password in a 
cookie on your client machine, and then click Log In. Future logins to will not prompt 
you for your log in information if Remember me on this computer is clicked. 
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 First Screen after Login  

This screen is your Home Page on the User Interface.  From this page you may navigate through 
your account and make changes to it. 
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7 User Navigation from Home Page 

When a user first logs into Reflexion, they will be presented with a Landing Page with a variety 
of options of how and where to navigate: 
 

 
 
From the landing page, the user can chose to navigate to “List Recent Messages”, “Quarantined 
Messages”, “Review their Account Options”, or “Find a Message”. 
 
The landing page will also provide Quick Statistics for the current month that have been 
successfully delivered, blocked as spam and sent.  You can also pull down the “View Statistics” 
menu for a graph of the user’s recent activity. 
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8 Address Security Settings 

Reflexion allows for the following security settings, public, protected, or disabled.  You 
modify these settings in the Account Properties window (next section). 

Public 
A public address can be used by anyone to send and receive email (like a normal email address).  

Protected 
A protected address is registered for use by a single contact, or domain. Anyone other than the 
registered party that attempts to use a protected address will be requested to resend their message 
using a new unique address. 

Disabled 
A disabled address cannot be used; it is like a closed port on a network firewall. Once an address 
has been disabled there is nothing the sender can do to circumvent Reflexion. 
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9 Account Properties 

Your Account Properties can be updated at any time.   
To access the properties of your account: 

1. Select User Options/User Properties from the Reflexion menu. 

 
Figure 3. The User Properties Menu 

Your Account Properties table appears. 

 
Figure 4. Account Properties Table 
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The Account Properties Table gives information about your current setup. You can also update 
the properties of your account. 

User Identification 
For a complete explanation of this page, please see Section 2 of this Guide. 
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10 Creating a New Address/Alias 

New addresses or aliases can be added to any user account. These aliases can be given to 
legitimate correspondents who you wish to provide with a “logical” email address (i.e., one 
that’s easy to remember), not a Reflexion-generated e-mail address.  
For example, if your primary is: 
 
JackBergman@YourCompany.com 
 
A new address/alias could be: 
Jack@YourCompany.com 
 
To create a new address/alias: 

1. Choose User Options > New Address. 
 

 

 

The New Address screen will appear. 

 

�
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Reflexion provides a suggested address.  To change the suggested address, simply clear the field 
and enter the address you wish to use.  If the address is an alias, be sure to check the box: This is 
an alias to my primary address. 

 
 

When finished, select Create. 

 
The next screen will show the Alias Properties, which, unless modified, will mirror the user-level 
properties: 

 
You must select Save to add the new Alias. 
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11 Changing Your Password 

Reflexion generates a password for each user. The password is a combination of a color, an 
animal, and a number, i.e. redhippo3. Your password was included in the “Welcome” e-mail. 
It is not necessary to change a password. Changing a password is optional. 
To change a password: 

1. Select User Options > Password from the Reflexion main menu. 
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The Change Password table appears. 

 

��������	�����������������

2. An administrator can change the password without knowing the old password. Type the 
new password and confirm the password in the fields provided. Click Save. 

If you have forgotten your password 

Click the Forgot Your Password? link on the login page; your password will be mailed to 
you. 
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Once you select Forgot Your Password, a new screen will appear.  Enter your email address in 
the box below and select Send.  Your Password will be mailed to you. 
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12 The Total Control Panel 

The Reflexion Control Panel gives you information about who sent the email, which email 
address of yours it was sent to, and why you got it. It also allows you to act on the sender or log 
in to Reflexion. The Control Panel is an in-message, dynamic HTML toolbar that will vary 
depending on the situation.  Users feel empowered by the ability to detect sharing events and 
take immediate action through simple propositions, such as “Whitelist this sender” or “Block 
message from the sender (blacklist)”.   
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13 Quarantined Messages 

Reflexion can keep a copy of all messages determined to be spam from the options that were 
selected in each user’s Account Properties.  The options that must be selected for messages to be 
stored in the Quarantine Folder on Reflexion’s User Interface are the following: 

 
Or: 
 

 
 
NOTE: The options two options, Flag the subject line and deliver to the inbox and Flag the 
subject line and deliver to this inbox, will not populate the Quarantine folder because the 
messages are being delivered.  The messages that will populate the Quarantine folder are those 
that would have been marked with a **Reflected** in the first two options.  Reject and send a 
non-deliverable receipt and Do not flag and send a non-deliverable receipt will not send those 
messages to the inbox.  Selecting Quarantine spam that is not flagged on the Reflexion server 
will keep a copy of the messages in each users account. 
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To view messages that are in the Quarantine folder, select the user name for which you want to 
access: 

 
 
In the top menu, select Quarantine: 
 

 
 
A screen will appear with all messages that were not delivered: 

 
 
The options within Quarantine are Release, Whitelist & Release, Delete or Delete All. 
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To process multiple messages at one time, use the select box to the right of each message: 
 

 
 
Then select the function you wish to perform, Release, Whitelist & Release, Delete, or Delete 
All: 
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14 Message Traffic and Charts 

Reflexion offers the Administrator and Solution Provider the ability to view message traffic and 
create charts on an Enterprise level as well as a user-level. 

�������� �������!	������

The Message Traffic option allows you to view Inbound, Outbound, Reflected, All & 
Unknown message history.   

 
To view Message traffic for an Enterprise, select Enterprise in the top menu: 
 

 
 
This will bring you to the Enterprise screen. 
You will then see the users for the Enterprise that was selected.  Highlight Reports in the top 
menu, and select the option of Inbound, Outbound, Reflected, All, or Unknown. 
NOTE:  Unknown shows the messages that were sent to Unknown users for the Enterprise.  
Unknown users are addresses NOT recognized by Reflexion as having an account or being an 
alias.  These messages were NOT sent to the Enterprise mail server or ISP.  
 
 

 
 

To view Message History for a particular user, select the User Name you wish to view from 
the Enterprise list: 
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Then highlight Reports in the top menu and select: Inbound, Outbound, Reflected, or All: 
 

 
 
The next screen will provide a list of messages for the view you have chosen.  The sample below 
will show Inbound traffic: 
 

 
 
You can use the search field to enter a characteristic of a specific message you are looking for, as 
well was open the Advanced link to view messages by a specific Date, Sender, or Subject: 
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To view a specific message detail, select the edit button to the left of the message you would like 
to see, located in the view column of this screen.   
 

 
 
The next screen will provide you with information on the message.  It will show if it was 
delivered, what address it was sent to, what address it was send from, the mode the user was in 
when the message was sent, and whether or not the sender was on the Whitelist: 
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The same functions can be performed on Inbound, Outbound, Reflected, & All on a user-level as 
well as an Enterprise level. 
 

�	����������	���
Charts can be created on an Enterprise level as well as a User-level. 
 
To create a Chart for an Enterprise, select Enterprise in the top menu: 
 

 
 
This will bring you to the Enterprise screen. 
You will then see the users for the Enterprise that was selected.  Highlight Reports and select 
Charts: 
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The next screen provides Chart Parameters: 
 

 
 
Select Display once you have chosen the information you would like to view: 
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15 Custom Messages  

Reflexion allows the Solution Provider to customize the Reflexion bounce messages, including 
the Welcome Message and Change of Address request.  This section describes how to navigate 
to the Custom Messages UI, modify the XML Template, and convert a logo to base64 text for 
inclusion within the custom message.    

���	�����	����"��
 
The customization of these messages is currently achieved through the UI found at: 
 

 
 
This will bring you to a page with a large text box: 
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In this text box, you are allowed to customize an XML template that will reconfigure the bounce 
messages for you and your customers.  Solution Providers are able to configure Custom 
Messages for themselves and their customers.  Note:  If a Solution Provider has a custom 
message, the customers assigned to that Solution Provider will inherit that Custom Message.   

# $�!��
�����
 
For those who are not familiar with XML coding, this guide will walk you through a step-by-step 
process to customize all of your bounce messages.  The first item to explore is how to modify the 
Change of Address request. 

����

The XML that is required to copy and paste into the Custom Message text box to modify the 
Change of Address is as follows.  Black text is required, red text is able to be modified.  The 
following functions are required:  <OLD-ADDRESS>, <NEW-ADDRESS> 
 
<?xml version="1.0" encoding="UTF-8"?> 
<msg-generator> 
    <message-templates> 
            <template name="ChangeOfAddress"> 
            <from-field> 
                <display-name><OLD-ADDRESS/></display-name> 
            </from-field> 
            <subject>New email address for <OLD-ADDRESS/></subject> 
            <message> 
                <l>The address <OLD-ADDRESS/> is guarded by Reflexion Total Control</l> 
                <l/> 
                <l>The person at Company you are trying to reach has chosen</l> 
                <l>to take back their email inbox and declare it a SPAM FREE zone.</l> 
                <l/> 
                <l>Please resend your message and all future emails to <NEW-ADDRESS/></l> 
                <l/> 
                <l/> 
                <l>Thank you!</l> 
                <l/> 
                <l/> 
                <l>When you are ready to take back your inbox, turn to Reflexion Networks, Inc.</l> 
                <l>for assistance (www.reflexion.net). Make Reflexion Total Control your 24 </l> 
                <l> hour, 7 days a week guard against spam and take back your email inbox!</l> 
                <l/> 
            </message> 
        </template> 
    </message-templates> 
</msg-generator> 
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In order to insert your logo into each bounce message, you will need to save your logo as a *.gif 
or *.jpg image that is less than 5 KB in size and convert it to base64.  The easiest way to convert 
your logo to base64 is at http://www.motobit.com/util/base64-decoder-encoder.asp.  You will be able to 
upload your logo and convert to base64: 
 

 
 
The base64 export is now ready to use in the custom message.  If you have a 5 KB logo, it may 
contain 150+ lines at 76 characters/line.   
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We’ve developed an Excel spreadsheet that will automate the insertion of <l> and a </l> at the 
beginning and the end of each line without doing it manually.  Copy the Base64 from above, and 
paste it in the column that says “Paste Base64 here:” 
 

 
 
You will see the <l>87gfds8gdfhgidfyg76dfogugh4i5346</l> appear, copy this column (without 
the first row) and paste it into the custom message as seen below. 
 
<?xml version="1.0" encoding="UTF-8"?> 
<msg-generator> 
    <message-templates> 
            <template name="ChangeOfAddress"> 
            <from-field> 
                <display-name><OLD-ADDRESS/></display-name> 
            </from-field> 
            <subject>New email address for <OLD-ADDRESS/></subject> 
            <message> 
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                <l>The address <OLD-ADDRESS/> is guarded by Reflexion Total Control</l> 
                <l/> 
                <l>The person at Company you are trying to reach has chosen</l> 
                <l>to take back their email inbox and declare it a SPAM FREE zone.</l> 
                <l/> 
                <l>Please resend your message and all future emails to <NEW-ADDRESS/></l> 
                <l/> 
                <l/> 
                <l>Thank you!</l> 
                <l/> 
                <l/> 
                <l>When you are ready to take back your inbox, turn to Reflexion Networks, Inc.</l> 
                <l>for assistance (www.reflexion.net). Make Reflexion Total Control your 24 </l> 
                <l> hour, 7 days a week guard against spam and take back your email inbox!</l> 
                <l/> 
            </message> 
        </template> 
    </message-templates> 
    <logo> 
        <link-uri>http://www.reflexion.net</link-uri> 
        <alternate-text>Reflexion Networks, Inc.</alternate-text> 
<data> 
<l>/9j/4AAQSkZJRgABAgEAPAA8AAD/4Q11RXhpZgAATU0AKAEAAAEaAAUA</l> 
<l>AAABAAAAYgEbAAUAAAABAAAAagEoAAMAAAABAAIAAAUAAAAjY dp</l> 
<l>/9j/4AAQSkZJRgABAgEAPAA8AAD/4Q11RXhpZgAATU0AKAEAAAEaAAUA</l> 
<l>AAABAAAAYgEbAAUAAAABAAAAagEoAAMAAAABAAIAAAUAAAAjY dp</l> 
<l>/9j/4AAQSkZJRgABAgEAPAA8AAD/4Q11RXhpZgAATU0AKAEAAAEaAAUA</l> 
<l>AAABAAAAYgEbAAUAAAABAAAAagEoAAMAAAABAAIAAAUAAAAjY dp</l> 
<l>/9j/4AAQSkZJRgABAgEAPAA8AAD/4Q11RXhpZgAATU0AKAEAAAEaAAUA</l> 
<l>AAABAAAAYgEbAAUAAAABAAAAagEoAAMAAAABAAIAAAUAAAAjY dp</l> 
  </data> 
    </logo> 
</msg-generator> 

+	�
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Other bounce messages can be customized in the same manner; you will find the XML template 
located on the Partner Extranet. 
 

Troubleshooting 
If you run into any problems, you will receive an error at the top of the page.  The error will 
explain what is missing, for example, if you forget to close a line with the </l>, you will receive 
the following error: 
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You will notice, <l> Thank you! is missing the closing </l>, and should look like this: 
 
<l> Thank you!</l> 
 
The MessageDBTemplate: 25,15 will tell you the line and the character of the error. 
 
If you encounter an error that you can not figure out, please don’t hesitate to contact your 
Reflexion Technical Support Representative. 
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16 FAQ 

Accounts 

1. What happens if I whitelist an email address I wanted to block? 

�  You have two options, first, log in to the User Interface, click on Addresses, enter in the email 
address in the search field that you want to make changes to, and hit enter.  When the next screen 
appears, you should see that contact listed, to the left of the name, you will see an edit button.  
Click on the edit button, scroll down to the section named “Whitelist” and uncheck the box that 
that shows “Always allow mail from…” Then click save. 

2. What happens when I DISABLE a contact 

�  The sender receives an “Undeliverable Message” email and the message is not delivered to you. 
TOTAL CONTROL ONLY: check “keep blocked messages” in your Account Properties to view 
undeliverable messages within your Quarantine folder. 

3. When the sender of a message to a Reflexion user receives this message, what does it 
mean?  If the user is legitimate, how do I resolve this problem? 

�  “Hi. This is the Reflexion server. I was unable to deliver your message to Tom@Company.com. 
No further attempts will be made to deliver this message. Sorry.” 
 
The person does not have a Reflexion account, the email address is non-existent on Reflexion, it 
has been disabled, or it has been deleted. 

Addresses 

4. I’ve disabled a Reflexion address, but spam is still getting through. Why? 

�  You are probably in Flag Mode.  In Flag mode, all mail will come into your in box, regardless of 
who it is sent from. If you disable an address in Flag mode, you will still receive messages sent to 
it, but those messages will arrive with **Reflected** at the beginning of the Subject line. 

�  If you want to disable an address so that the messages it was receiving do not arrive to your 
inbox, you must change your security setting to Whitelist and “Reject and send a non-deliverable 
receipt. 

AOTF 

5. I sent a mass mailing from Tina@Company.com and wanted replies sent to 
Email1@Company.com but they ended up coming back to Tina@Company.com. Why? 

�  If you set up Email1@Company.com as an outbound alias to |Tina@Company.com, then the 
emails will come back to the inbox of primary address (in this case, |Tina@Company.com). 

�  The AOTF is not a new address; it is merely an alias for an address that already exists. It’s a way 
of keeping track of who is sending you messages (in other words, only the people responding to 
your mass mailing will be using the  Email1@Company.com  address).  
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�  When you scroll down to the Control Panel from one of the replies, you will see the address the 
sender actually used, and it will show the AAOTF from the mailing. 

�  If you want emails sent to Email1@Company.com to arrive in a designated inbox, you can set 
up a rule in your mail software that automatically delivers all messages sent to 
Email1@Company.com into a different folder than the standard inbox (such as “Mass 
Mailing”). This will keep the replies separate from the general mail of that address.  

6. What’s the best way to handle responses from people who inquire about jobs posted on 
our website? 

�  Provide an Address-on-the-Fly (AOTF) for people to use when they respond to job postings.   
�  For example, instead of the listing showing |me@mycompany.com you can create 

jobs@mycompany.com. 
�  This is not a new address, it is an alias. So, if you are the person that is handling job postings, 

when you create the AOTF, it automatically becomes part of your Reflexion account. Reflexion 
will deliver all messages sent to jobs@mycompany.com to your inbox. 

�  If you want emails sent to jobs@mycompany.com to arrive in a designated inbox, you can set up 
a rule in your mail software that automatically delivers all messages sent to 
jobs@mycompany.com into a different folder than the standard inbox (such as “Job Postings”). 
This will keep the replies separate from the general mail of that address. 

�  TIP: Address-on-the-Fly emails will ALWAYS make it through Reflexion.  If you receive spam 
to aliases that you have not disclosed, you may shut off the AOTF feature by logging into the 
Reflexion user interface and viewing the properties of the address.   

Control Panel 

7. Does the Control Panel stay in an email when you reply to it? 

�  When a reply goes outbound through Reflexion, the **Reflected** and the Control Panel 
will both be removed.  

�  You may see the Control Panel in emails forwarded to you from someone within your 
company, because emails sent from within your company do not go through Reflexion. 

8. How come (some of) my messages do not have the Reflexion Control Panel? 

�  Possible reasons: 
a) You have turned off the Reflexion Control Panel; OR 
b) You are receiving messages from within your company, which will not have the 

Control Panel applied to them. 
c) Your inbound/outbound mail is not set up properly, and you may need to change 

all the settings to properly route your mail through Reflexion. 

9. What does a new user need to know about Reflexion? 

�  All email now has a Control Panel at the bottom: 
a) If the email is “good,” click the “Accept” link. 
b) If the email is “bad,” ignore it or delete it. All emails from accepted addresses will 

always be delivered to your inbox (or designated folder), until/unless you “block” 
emails from that address 

�  At some point – from a few days to a few weeks – all good email addresses will have 
been identified, and the only emails ending up in the “Reflexion Email” folder will be 
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spam. Reflexion can take over the identification process, which will eliminate the 
“Reflexion Email” folder, and all spam emails in it. 

·  Not everyone uses Quarantine; some organizations deliver all email to the inbox 
with **Reflected**  at the beginning of the subject in emails from unknown 
senders still make it a simple task of determining the type of user sending you 
mail.  You can also write an Outlook or Email client rule to move these messages 
to their own folder. 

10. How do I setup a rule in Outlook to move all **Reflected** messages to a Spam Folder? 

Step 1: Go to Tools, then click on Rules Wizard… 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Step 2: Click on New…to get the following dialog box.  Select “Move messages 
based on content, and within the Rule description box below, click on “specific 
words” and type in **Reflected** and select add. 
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Step 3: Then select “specific folder”, and choose a folder you wish to move these 
items to.  If you need to create a folder, then following these steps: 
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The final description should look like this: 
 

 
 
Select Next > 
 
Step 4:  Then make sure that you select specific words in the subject line only: 
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Hit Next > 
 

 
 
Select Next > 
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Select Next > 
 

 
 
Step 5: You have now completed the rule setup to move all **Reflected** 
messages into their own folder.   You have the option to run the rule now, which 
will move all **Reflected** messages into the specified folder. 
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11. Why don’t emails from my work colleagues have a Control Panel? 

�  Emails from within your domain do not get routed through Reflexion, and so will not 
have the Reflexion Control Panel at the bottom. This is only true if your company has an 
internal mail server.  If you are using an Internet Service Provider or Web Hosting 
company, mail from senders within your enterprise will contain a Control Panel since that 
are going through Reflexion using SMTP Authentication. 

Deployment Best Practices 
 

12. What are some of your best demonstrated practices for implementation?  

 
�  For the best practices of implementation, inbound and outbound mail need to flow 

through the Reflexion server.  Once the MX record change and the outbound smart host 
changes (As described in the Basic Exchange Setup Guide on the Customer Extranet), it 
is best to add all users and turn on a feature, "deny delivery to unknown users". This will 
effectively stop all volume-based attacked (denial of service and directory harvesting) 
from entering into your network.  Once this happens, and the MX Record fully 
propagates, you can set a firewall rule to only accept mail on Port 25 (SMTP) from the IP 
Address of the Reflexion server, which will essentially eliminate the multiple vectors 
entering into your Exchange server, and force all traffic through Reflexion.  This will also 
force all mail being sent to your domain to arrive via DNS, rather than what is called 
"Direct to MX" software (i.e. injecting a message directly to the IP address of your mail 
server.) 

Delivery 
 

13. John gets a weekly automated report from a law review that he signed up for, how can I 
ensure those messages always arrive at his inbox? 

 
�  There are two options.  First, John can Whitelist the sender's address or domain, or 

secondly, John can simply disclose an Address-on-the-Fly for that newsletter that will be 
public and all mail sent to that address will be delivered, despite the content. 

 

14. Terry fly’s a lot on the West Coast and when he does his plane tickets they are done on-
line ... so how will he get the email notifications? 

 
�  The best part of Reflexion is the Address-on-the-Fly capabilities; simply disclose an 

Address-on-the-Fly address that will be public and all mail sent to that address will be 
delivered, despite the content.  Alternatively, during the setup process, if Terry's email is 
terry@, you can setup an alias t(lastname)@ that can be public and always arrive. 
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15. Many times users purchase items on-line and will get an automated invoice? ... How do 
we ensure these do not get blocked? 

 
�  Again, Address-on-the-Fly will solve this problem.  However, if they know the address or 

domain of the sender, the user can always whitelist the sender or domain and always 
allow those messages to arrive to their inboxes. 

  

16. I assume that the user needs to know the sender address or at least the sender domain and 
that the user can then somehow program that into the system (via a web interface) to 
allow these types of emails in ... so with that in mind: 

 
a) The user must then know the address of the sender ... what if it is something 

totally new and they don’t know the address? ... Is there a way for the user to go 
look at what was blocked for them and then release it? 

 
�  Yes, there is a quarantine folder that will keep all copies of blocked messages.  

Reflexion also includes a delegated spam folder that will consolidate all of the 
blocked messages for management by an administrator.  

 
b) Can a user add addresses or domains through the Reflexion user interface?  
 
�  An administrator can import a whitelist for the entire company, users can for 

themselves.  If there is a global address book or another comprehensive list of 
addresses, it is a simple for an administrator to send an email to the Reflexion 
server that will execute this requirement.  Reflexion also provides a utility that 
will import the Outlook Address Book and Sent Items.  This utility can be found 
on the customer extranet. 

 

17. What if one of our clients who uses a Supplemental Address gets infected with a worm 
and which generates emails using there address book and one of those address’s is our 
new alias then this would get through to us? 

 
�  The virus would successfully get through the Reflexion security and be caught by 

Reflexion Anti-Virus.   
 

18. Do the yearly contract fees come with both maintenance and upgrades? 

 
�  Yes, the yearly service fee is inclusive of maintenance, upgrades and support.  
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Disaster Recovery 

19. We want to know what your Disaster Recovery measures are. And your uptime 
percentages?  

 
�  Reflexion is hosted in a secure datacenter with clustered RAID 1 servers running dual 72 

GB HD, 3 GB RAM, Dual Xeon CPU, dual power supply and dual-NICs.  Reflexion also 
provides a secondary store-and-forward back up server that will continue to process mail 
regardless of the cluster status. 

20. What is your Circuit Redundancy?  

�  Our collocation facility has state-of-the-art potential connectivity: 576+ OC-192 optical 
fibers, 0-mile local loops and fewer hops to Internet, locked cabinet space, ample power 
supply, multiple bandwidth partners, redundant architecture, top-notch security, and 
environment control.  There is also conditioned power at 200 watts per square foot, dual 
13.8 kilovolt power feeds, redundant, three phase UPS systems, and a multi-megawatt 
diesel generator. 

21. What is the risk of losing a desired inbound email? 

�  Very little. If the sender is not on your whitelist or not using a Reflexion address, 
Reflexion has the option of sending a change of address request back to the sender with 
their own address for you.  We also keep a list of these messages in Quarantine and allow 
the release, whitelist or deletion of the message.  In the case where your mail server 
cannot be reached, Reflexion will queue all mail for 3-days and be released according to 
the aforementioned Qmail Refresh Rate. 

 
22. Can we see what is in our Queue via the Web Console?  

 
�  There is a history system that will tell you the success or status of a message.  

 

23. What is your default refresh rate policy for the Queues?  

�  Each message has its own retry schedule. The longer a message remains undeliverable, 
the less frequently we try to send it.   The following table shows the retry schedule for a 
message that's undeliverable to a remote recipient until it bounces. Local messages use a 
similar, but more frequent, schedule.  We can also alarm the queue, which will restart this 
refresh rate:  

Delivery Attempt Seconds D-HH:MM:SS  
1  0 0-00:00:00 
2  400 0-00:06:40 
3  1600 0-00:26:40 
4  3600 0-01:00:00 
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5  6400 0-01:46:40 
6  10000 0-02:46:40 
7  14400 0-04:00:00 
8  19600 0-05:26:40 
9  25600 0-07:06:40 
10  32400 0-09:00:00 
11  40000 0-11:06:40 
12  48400 0-13:26:40 
13  57600 0-16:00:00 
14  67600 0-18:46:40 
15  78400 0-21:46:40 
16  90000 1-01:00:00 
17  102400 1-04:26:40 
18  115600 1-08:06:40 
19  129600 1-12:00:00 
20  144400 1-16:06:40 
21  160000 1-20:26:40 
22  176400 2-01:00:00 
23  193600 2-05:46:40 
24  211600 2-10:46:40 
25  230400 2-16:00:00 
26  250000 2-21:26:40 
27  270400 3-03:06:40 
28  291600 3-09:00:00 
29  313600 3-15:06:40 
30  336400 3-21:26:40 
31  360000 4-04:00:00 
32  384400 4-10:46:40 
33  409600 4-17:46:40 
34  435600 5-01:00:00 
35  462400 5-08:26:40 
36  490000 5-16:06:40 
37  518400 6-00:00:00 
38  547600 6-08:06:40 
39  577600 6-16:26:40 
40  608400 7-01:00:00 
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Out-of-Office 

24. Can I use “Out of Office Assistant” when I am out of the office? 

�  If you are in Flag Mode:  turn off “Auto Whitelist on Replies” in the User Interface.   
�  If you are in Total Control:  there is no need to worry about this setting as the email you 

are receiving is already either whitelist, or using a unique address. 

25. Will I have any problems with Reflexion if I use my mail’s “Auto-reply” feature when I 
go on vacation or am out of the office?  

�  The answer depends on what security mode your account is in: 
�  In Flag mode: make sure the Reflexion “Auto whitelist on replies” feature is turned OFF. 

If “Auto-whitelist” is not turned off, everyone who sends you an email while you are 
gone will be made whitelist, including spammers. 

�  To check the status of your Reflexion “Auto whitelist on replies” feature, log into 
Reflexion, then choose User Options > User Properties. “Auto-whitelist on reply.” 

�  In Total Control mode: this mode does not allow “Auto-whitelist on reply” so there are 
no concerns. 

Passwords 

26. One of our users forgot their password.   

�  Check the “Forgot Password?” on the Reflexion log-in page and it will be emailed to 
them.  

27. Can a user change their password? 

�  Yes, and it is recommended.  Upon successful login, the user can go to the User Options -
> Password menu and change their password. 

Reverse 

28. What happens if we decide to terminate Reflexion?  

�  Reflexion has a reverse process, so any addresses that are assigned will revert to the 
user’s original address. 

�  All email sent to alias or AOTF addresses will receive an email from Reflexion, telling 
them to use the original address (the original address will be included in the email). 

Security 

29. How can I tell what security level I’m in? 

�  When you log into Reflexion to see what Account and Address security levels are being 
used.  Upon login, you will see a landing page and simply click View My Account 
Properties. 
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30. What’s the difference between Account Security and Address Security? 

�  Account Security deals with all incoming messages. It deals with issues like:  
a) Do you want to receive all of your messages without Reflexion reviewing them?  
b) Do you want to receive all of your messages, but have Reflexion flag the 

messages coming from senders you do not know?  
c) Do you want to receive only messages from people you have already identified? 

�  Address Security is specific to the particular address. It deals with issues like: 
a) Which Reflexion address does this sender get to send email to? 
b) Will I allow anyone to send email to this address? 
c) Do I want to stop getting email delivered to this particular address? 

Spam 

31. How does spam get categorized and put into my Quarantine folder? 

�  There are a variety of possibilities.  If you are in Whitelist mode, a sender may try to send 
a message to your primary address.  They will receive a Change of Address request and 
be put into the Quarantine Folder.  If the user is in Filter Mode, the sender may receive a 
Change of Address request, and/or the mail will be put into the Quarantine Folder.  For 
more about configuration, please see “Setting up new users” within the Administration 
Guide. 

32. How do I stop seeing my spam email? 

�  If you are satisfied that most of your legitimate contacts have been whitelisted, or settled 
on a Content Filtering threshold, you can go to your User Options -> User Properties and 
change how Reflexion handles spam.  If you reject and send a non-deliverable receipt, it 
is recommended that you turn on “Allow Reflexion to automatically assign supplemental 
addresses” to use the Change of Address request.  Otherwise, you can turn on Quarantine 
Only (Do not Flag or Send a NDR).  

33. I deleted spam yesterday. Why am I getting spam from the same address again? 

�  If you are in Whitelist mode and flagging messages, deleting emails does not eliminate 
the spam.  

�  To block spam, go to the User Options -> User Properties page and reject spam.  You can 
also interact with the Control Panel as you receive mail to blacklist senders, protect 
supplemental addresses or to add new senders or domains to your whitelist.  

Whitelist 

34. What is a whitelist? 

�  A whitelist is a list of safe email addresses or domains. Addresses and domains on a 
whitelist will always be able to send you email.  
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35. What happens when I “accept” an email address of a sender? 

�  You are putting that sender on your Whitelist, which means that all mails from that sender will 
always get through to you. 

36. Can a user add a sender to the whitelist without having to receive an email from the 
person? Can our users individually add email addresses of people they want to get email 
from? 

�  Users can whitelist email addresses by exporting their contacts from, for example, Outlook to a 
CSV file, then copying and pasting the address you want exempted into the body of email. Send 
the email to: rfx_whitelist_on@rfxsolutions.com 

�  Once you have done this, you can then log into your account see the addresses listed as whitelist. 

37. Can a user prevent a specific sender from sending messages if the sender’s domain is 
globally exempted? 

�  No. The global domain whitelist will take precedence over the user block. If you want to block 
email from Joe@ABCCompany.com, but ABCCompany.com has been globally exempted, you 
cannot block Joe@ABCCompany.com from sending you email. 

38. Do all of my legitimate senders need to be made whitelist? 

�  No. Whitelisted users can send messages to your BCA and its aliases. If a legitimate sender is 
sending messages to the unique Reflexion address assigned to their address, there is no need to 
whitelist them.  

39. How do I clear a global whitelist? 

�  Only Administrators can clear a global whitelist. Contact your Reflexion Administrator for this 
issue. 

40. I think a sender is exempted, but I don’t see the address in my Whitelist. 

�  In Contacts, there are two views: Active and AOTF (Address-on-the-Fly). 
�  Click All. In the search field, enter the email address that you are looking for. In the column 

under WL you should see a blue check mark.  This means that sender is whitelist and on your 
whitelist. 

41. If a user exempts an address then clicks block, which takes precedence? 

�  The option to block will only come up when using an Address-on-the-Fly.  If someone is 
whitelist, it will say “Remove this sender from my whitelist.”  

�  There is no way to whitelist and block someone. 

42. If there is a global whitelist for a domain, can users still add a user from that domain to 
their own personal whitelist list? 

�  If there is a global whitelist for the whole company, all emails from that domain will be allowed. 
There is no need to whitelist anyone in that company. 
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43. In Enterprise options, “Auto whitelist on replies” has a notation "Flag mode only” What 
does this mean? 

�  When you are in Flag Mode, you have an option to automatically whitelist any contact 
when you reply to an email from them.   

44. What does our bounce back message to nonexempt senders say?  

�  “The address <Primary-Address> is protected by Reflexion Email Security and was not 
delivered because the email address has changed.   Please resend your message and all 
future emails to <NEW-ADDRESS> 
Thank you! 
Painless Email Security...simple, easy, permanent!  
http://www.reflexion.net 

 
�  To customize this message, please see Custom Messages within the Administration 

Guide. 

45. How do I get people off my Whitelist?  

�  Send an email to one of the following addresses, with the address/domain you want to 
remove listed in the body. You can remove multiple addresses/domains in one email.  
You can also go into the Reflexion user interface and remove the whitelist status from the 
Address Properties page. 

 
To Send email to 
Add email addresses  rfx_whitelist_on@rfx.com  
Remove email addresses  rfx_whitelist_off@rfx.com  
Add a domain rfx_whitelist_domain_on@rfx.com  
Remove a domain rfx_whitelist_domain_off@rfx.com  

46. What’s the quickest way to get someone on my Whitelist? 

�  Click on the “Whitelist this sender” link in the Control Panel of one of their emails. 

47. What happens if you delete a sender from my address list in Reflexion? 

�  Any changes that were made for the contact are also deleted.   
�  The whitelist status of the address will be removed so they will be blocked or flagged. 

 


